Trust/Link SSL

Organisations often struggle to control their use of SSL
Certificates across their variety of business units and locations.
QuoVadis’ Trust/Link SSL allows these organisations to
centrally manage SSL use and to rapidly issue Certificates on
demand, while providing flexibility for different business units
to define their own request and approval processes.

With Trust/Link SSL, QuoVadis pre-validates the domains and
corporate details most commonly used in your SSL
Certificates. This means that your authorised personnel are
subsequently enabled to approve Certificate requests for
straight-through processing, without QuoVadis intervention.

Trust/Link has three major components:

e Administrator Control Panel: The Trust/Link SSL control
panel, with access controlled by digital certificates,
provides granular administration of your groups, users,
and other settings. It also allows your Administrators to
manage Certificates through their entire lifecycle.
Trust/Link SSL provides extensive audit trails both by
Certificate and by user.

e Subscriber Services: Your invited Subscribers may submit
Certificate Requests to your Administrators at any time
with a simple password. This same site also allows those
Subscribers to later download and manage
(renew/revoke) all the SSL Certificates for which they are
responsible from one location.

e API: An optional secure Web Services component allows
organisations to build or use their own Web interfaces for
Certificate request and revocation, interacting with
Trust/Link SSL for the approval and process and Certificate
production.

Trust/Link SSL incorporates customisable email alerts and
reminders to facilitate the request, approval, and delivery
processes.

Trust/Link SSL Features

Allows immediate issuance of
SSL for your authorised users.
Bulk pricing without complex
fees for additional
administrators or domains.
Complete workflow for
certificate application, approval,
delivery, renewal, and
revocation.

Pre-validation of frequently used
Organisations and Domains.
Extensive search, reporting, and
audit capabilities.

Assign your Administrators by
Organisation or permission,
allowing work distribution or
seperation of duties.

Customise Certificate Request
forms and alert emails by
Organisation.

Subscribers may manage all their
certificates from one login.
Extended Validation and
Business SSL, including support
for multiple domains in SAN
fields as well as intranet use.
Wide recognition in browsers
and user software.

UTF8-ready for internationalised
domains.

Trust/Link SSL uses Certificate templates to ensure that your SSL Certificates will always include approved
details for the Organisation identity. In addition, Administrators may update incoming Certificate Requests

to correct details and to add approved SAN fields.

If desired, the system may be configured to require “second authorisation” by Administrators before

Certificate approvals and revocations are processed.
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